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Pa6ouas mporpamma jgucuuininasl «Obecnevenne 0e30MacHOCTH  KOPUOPATHBHOI
nndopmanum» Uis  00ydarommxcs [0 HampasieHmio noxaroropku  38.04.05  busmec-

undopmarnka (Marucrepckas nporpamma: [T — wHHOBamMM B OM3Hece) cocrapiena ma
ocHoBauuu  MeepalbHOrO  rOCYJAPCTBEHHOIO — 00pa30BaTe)IBHOI0  CTapjapra  BBICIICIO
00pa3oBaHUs — MarucTparypa 1o HampapieHuio moarotoBku 38.04.05 busmec-undopmaruka,
YTBEPKJIECHHOTO NPUKa3oM MUHHACTEPCTBA HAyKHM M BBICIIEro oOpasosanus Poccuiickoi
denepanu ot «12» aBrycra 2020 1. Ne 990 (¢ m3m. m jom.), llopsyka opranusainuu 1
OCYILCCTBIICHAS 00pa30BaTeIbHOM JeATENbHOCTH 110 00pa30BaTEbHBIM [IPOIPAMMAM BBICIICIO
oOpa3oBaHuss — TIporpamMmaM OakanaBpuaTa, IIporpaMMaM —CICIHaIMTeTa, I[porpaMMam
MarucTparypbl, yTBEPXKJIECHHOrO NpHKa3oM MEHHCTEPCTBAa HAYKH M BLICHICIO 0OpasoBarus
Poccuiickoit ®enepanmu or 06 ampenst 2021 r. Ne 245 (¢ u3M. M JIOIL), B COOTBCTCTBHHM C

y4eOHBIM IUIAHOM, yTBepXkaeHHbIM YuensiM coseroM DPI'BOY BO «JlonlVy juist nabopa
2024 rona.

Pazpaboruuk:
JIOLEHT Kadeaphbl On3Hec-uHPpOpPMaTHKY,
KaHJI. 9KOH. HayK, JOLIEHT - 0O.B. Cuerun

Pa6ovas nmporpamma o100pena Ha 3ace anuu Kade (pbl Ou3Hec-uHPOPMaATHKH.
ITporokomn ot 26.03.2024 r. Ne§

3aseayromuii kadenpon g T.0. 3aropnas

COI'JTACOBAHO: :

Jlexan yueTHO-(QpHHAHCOBOTO (aKyIbTeTa H. B. Anekceenxo
28.03.2024 r.

V4uebHo-MeToqruuecKast KOMHCCHS yIeTHO-(DUHAHCO YIIbTETA.

ro ¢
[Iporokon ot 27.03.2024 1. Ne 7.
[Ipencenarens A. A. biiaxxeBuy

PykoBoiTEIH OCHOBHOM ITpO(hecCnoHAIbHON
00pa3zoBaTeIbHON POrPAMMEI,

JI-p 9KOH. HayK, Ipod. g/ T.0. 3aropuas
26.03.2024 r.
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1. MECTO JUCIHHUAILIAHBLI B CTPYKTYPE OBPA3OBATEJBLHOM
INPOI'PAMMBI

1.1. TpeOGoBanus K npeaBapuTeIbHOM MOArO0TOBKE o0yyaromuxcs,
NpeIlecTBYIOIIHE H COMYTCTBYIOIIME JUCIUIIJIMHBI, HA KOTOPbIX OCHOBBIBAETCS M3y4YeHHe
JAAHHOI:

JUCUMIUIMHBL ~ mporpaMmbl  OakanaBpuata:  basel  nmanHbix, KopnopaTuHbie
nH(pOpMaAIMOHHBIE CUCTeMbI, TH(POPMAaIMOHHO-KOMMYHUKAIIHOHHBIE TEXHOJIOTHU B 9 KOHOMHUKE;

JTMCIMIUTMHBI MAarUCTPaTyphl: Ba0-TexHoIoTHE B On3Hece, PazpaboTka BIO-TIPHIIOKESHUN.

1.2. JIucuMn/MHBI, KypcOBble padoThl M NPAKTHKH, JJIsi KOTOPHIX OCBOEHHE
AAHHOM AMCUMILNIMHBI HE00X0AMMO KAaK NpealecTByoLIee:

[IpousBoicTBEHHAs MPaKTHUKA: MPOEKTHO-TeXHOJIornueckas, [Ipenaumniomuas npakTuka.

2. OIIMCAHME JUCHHUIIJINHBI

2.1.  OO0mas xapakTepucTHKa

HaumenoBanue nokasarenst 3HaueHue nokasaresns

HazBanue 006pa3oBaTenbHON MPOTpaMMBbI 38.04.05 buznec-undopmarrka
(Marwucrepckast mporpamma: U T-unHOBamm
B OM3HECe)

udp 1 Ha3BaHUE B COOTBETCTBUU C b1.B.JIB.3.2 OGecnieuenne 6e30macHOCTH

y4eOHBIM IJIAHOM KOpHOpaTUBHON MHGOpMaIIUN

YacTs 00pa3zoBaTenbHOIN IPOTPaMMBbl BapuaruBHas 4acTh: BEIOOD CTYACHTA

KonuuecTBO 3a4eTHBIX erHULL / BCErO 4acoB 3/108

2.2. PacnpenesieHue 4acoB no ¢popMaM U nepruoaaM o0y4eHus

O011ee KOJINYECTBO YacOB
= CaMOCTOSI-
q) (&)
opMa g1 3 i 50n- i .
S JIEKIA nabopa- | IpaKkTH TEJIHHOU dopma
oOyueHus < 2 BCET0
8 OHHBIX | TOPHBIX | YECKHX paboThI + KOHTPOJIS
KOHTPOJIb
Ouynas 2 3 34 34 40 108 3a4er
3aouyHasg 2 3 0 8 100 108 3a4er

3. LEJU JUCLUUIIAHBI

IToaroroBka BBIITYCKHUKOB K AaBTOMATHU3UPOBAHHOMY PCHICHUIO IIPUKIAAHBIX 3alav;
CO3JaHHMIO HOBBIX KOHKypeHTOCHOCO6HBIX I/IH(bOpMaI_[I/IOHHbIX TEXHOJIOTHH | CHUCTEM,
IOATOTOBKA BBIITYCKHUKOB K I/IH(1)OpMaI_[I/IOHHOMy o0ecneyeHnIo MNPUKIAAHBIX IIPOLECCOB;
BHCAPCHUIO, aJallTalluu, HaCTpOﬁKe U HUHTCTpalliu IIPOCKTHBIX peH_IeHI/Iﬁ o CO3JaHuIO I/IC,
COIIPOBOXKACHUIO U  3KCILTyaTalluhd  COBPCMCHHBIX I/IC, IOATOTOBKA BBIITYCKHUKOB K
caMoo6yqumo H HCIIPCPBIBHOMY HpO(l)eCCI/IOHaJ'ILHOMy CaMOCOBCPHICHCTBOBAHUIO.

4. KOMIIETEHIUA OBYYAIOIIETI'OCS, @OPMUPYEMBIE B PE3YJIBTATE
OCBOEHHSA KOMITIOHEHTA OBPA30OBATEJIBLHOM MTPOI'PAMMBI, KX
NHIANKATOPBI U IINTAHUPYEMBIE PE3YJIbTATBI OBYUYEHUA




Oo6menpodeccroHabHBIE

KOMITCTEHIIH HNuaukaropsl PesynbTarel 00yueHus
OIIK-1. Crnocoben | OIIK-1.1. OuenuBaer wu | OIIK-1.1.1. 3naetr MeromoorHUECKUe
pa3zpabaThiBaTh KOHTPOJIUPYET  KaueCTBO | OCHOBBI OLICHKU KaueCTBa CHUCTEM.
CTpaTeTHIO pa3BHUTHSA | IPOLIECCOB  YIPaBJICHUS
HH(OPMAIHOHHBIX U T-unbpactpykrypoit. OIIK-1.1.2. VYwmeer 06OCHOBI>IBaTE
TeXHOTOI Ui BBIOOpD HEOOXOJMMBIX IOKa3zareseu
HHDPACTPYKTYPHI JUISL OLEHKH KayecTBa CHCTEMBI B
MPEANPUATHS u LCTOM.

YHpAaBJIATh ce OIIK-1.1.3. Bmageer  MeTomamu
peanusanuen. OLIGHKM  OCHOBHBIX  IOKa3aTeneH
KauecTBa NPOTPAMMHBIX CPEACTB U
MIPOEKTOB.
Tpogeccnonanyipie HNupukatopsl PesynbTarsl 00yueHus

KOMIIETEHITUU
[IK-5. Cnoco6en | IIK 5.1 [TK-5.1.1. 3Haer OCHOBHBIE
YIPaBJISThH PykoBoaut U | KOpIopaTUBHbIE  WH(OPMAIMOHHBIC
MPOEKTUPOBAHUEM U | OpraHU30BHIBACT CHUCTEeMBbI W 0a3bl JaHHBIX; OCHOBHBIE
pa3paboTkoii MIPOLIECCHI WHHOBAIIMOHHBIE  JIOCTWXKEHUS B
WHGOPMAITMOHHBIX MMPOEKTUPOBAHUS chepe  pa3BuTHA COBPEMEHHBIX
pecCypcoB B JOKaJIbHOU | HHGOPMAITMOHHBIX WH()OPMAITMOHHBIX TEXHOJIOTUN
ceTH U WH(OPMAIMOHHO | PECYPCOB; [IK-5.1.2. Bnageer cOBpeMEHHBIMU
TEJIEKOMMYHUKAIITUOHHOMN TEXHOJOTUSIMU B O0OJAcCTH CpEICTB
cetu «MHTepHeT» Ha nepenadyu nHopmanuu u
OCHOBE MPUMEHEHUS MPOEKTUPOBAHUS MHGOPMAITMOHHBIX
COBPEMEHHBIX AHAIUTUYECKUX CUCTEM
TEXHOJIOTHH I1K 5.2 Opranu3oBbIBacT [1K-5.2.1. BnageeT HaBbIKaMu pabOTHI

TECTUPOBAHUE c COBPEMEHHBIMHU

UH(GOPMAITMOHHBIX MH(OPMALMOHHBIMU OYXTalTepCKUMU

pecypcoB; cucremaMu cemerictpa 1C

I1IK 5.3 OcymectBusier I1K-5.3.1 Ywmeer MIPUMEHSTh

JKCIIEPTHYIO OIICHKY | UH(pOPMALIMOHHBIE TEXHOJOTHH  JUIS

UH(GOPMAIMOHHOTO pellIeHus yIIPaBICHYECKUX

pecypca. 3aja4; aHAJIW3UPOBATh BHEUIHIOW H
BHYTPEHHIOIO CpeIy OpraHu3ali,
BBISIBIISITH €€
KJIIOYEBBIC DJIEMEHTHI U OIICHUBATh UX
BIUSHUE Ha OpraHu3amuo u eé
nepcoHal
[1K-5.3.2 YmMmeer [IPUMEHSATH
UH(OPMAIMOHHBIE TEXHOJIOTUU JUIA
aHaJan3a COCTOSIHUSL W TEHJEHLMM
pa3BUTHUS PbIHKA

5. INPOTPAMMA JTUCHUIIJINHBI

HazBanue TeMbl

Kpartkoe conepxanue TeMsl (BOIIPOCHI TEMBbI)

1. OOHnapyxenue
KOMIBIOTEPHBIX aTaK.
Bsenenue

ITonsatue wu KJ'IaCCI/I(bI/IKaL[I/IH aTaKk Ha KOMIIBIOTCPHBIC CCTH.
OCHOBHBIE TUIIBI CETEBBIX aTakK. CpeI[CTBa pcajii3aiu aTak.
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2. OGHapyxeHue
KOMIIBIOTEPHBIX aTaK.
ATaku, cBsI3aHHEIE C
ayTeHTU(UKaIuen u
aBTOpHU3ALHEN

MexaHu3MBbl TUIIOBBIX aTaK, OCHOBAHHBIX Ha YSI3BUMOCTSIX CETEBBIX
IPOTOKOJIOB.  ATaku Ha  CeTeBble  CIyKObl. ATaku ¢
UCII0JIb30BAHUEM IIPOMEXKYTOUYHBIX Y3JI0B U TEPPUTOPUH.

3. ObHapyxeHue
KOMIIBIOTEPHBIX aTak.
ATaxku Ha KIUeHTa

TexHonorun oOOHApYyXKEHHS  KOMIBIOTEPHBIX aTaKk ®  HX
BO3MOXHOCTH. IIpsiMble M KOCBEHHbIE INpPHU3HAKU aTak. MeTombl
oOHapyxeHust arak. CurHarypHblii aHanu3 W OOHapyXeHue
aHOMAaJIUH.

4. OGHapyxeHue
KOMHBIOTCpHBIX aTak.
Brimonaenune xona

Knaccudukanus cucrem obOHapyxkeHus arak (COA). CereBble u
y3noBeie  COA. TpeboBanms, mnpeabsaBiusiembie Kk  COA.

Crangaptuzanus B o0nactu OOHapyKeHus arak. ApXUTEKTypa
COA.

5. O6nHapyxeHue
KOMIIBIOTEPHBIX aTaK.
Pasrinamenne
nHpopmMaluu u
JIOTUYECKHE aTaku

Tunosas apxutektypa COA B cocTaBe ceHcOpa, MOIYJS
yIpaBJIeHUs, aHAIU3aTopa, Habopa MPOTOKOJIOB B3aUMOJICHCTBUS U
cpenctBa  pearupoBanusa. Okcmuryaranuss  COA.  BapuaHTbl
pasmemenust COA. Pasmemenne ceacopoB COA. PearnpoBanue Ha
uHIUACHTHL. [Ipo6nemsl, cBs3anubie ¢ COA.

6. Texuomorus
MEKCETEBOTO
IKpPAaHUPOBAHUS

Crparerun M cpeicTBa MeXCeTeBOro skpaHupoBaHus. Co3maHue
3aIMIIEHHBIX CETMEHTOB TMpu padbote B cetu HHTEpHEeT ¢
HCTIOJTb30BaHUEM MEKCETEBBIX AKPaAHOB. TpeboBanms
pykoBogsauux AokymeHToB DOCTIK Poccum k MeXcCeTeBBIM
skpanaMm. OO030op nmokymentoB RFC, permamenTupyrommx
UCIIOJIb30BAHUE  MEXKCETEBBIX OJKPAaHOB. THIBI  MEXKCETEBBIX
9KpaHOB. (CXeMBl MEXKCETEBOro J3KpaHupoBaHus. OubTpanus
nakeroB. Kpurepum u mpaBuna Quiubtpanuu. Peammzarus
nakeTHeIX GuibTpoB. [loHsATHE HEeMWINTAPU30BAaHHOW 30HBL
VYkperieHHbIii  KOMIbloTep OacTHOHHOTO THMa. OpraHuzarus
y3J0B Uil OTBJCYEHHS  BHHUMAaHHUS  3JIOYMBIIUICHHHUKA.
OcoOeHnHocTH GUIBTPAIMK PA3IUYHBIX TUIOB Tpaduka. [lakeTHbIN
bunsTp Ha Oaze OC Windows. Cmyx6a RRAS. IIporpamma
ynpasienus ciyx6oii RRAS. I[lImo3sl MpUKIATHOTO YPOBHS.
Cepeep SQUID, npuHmmmnel paboThl, BapHAHTBl KOH(PUTYPAIHH.
Kontposis HTTP-tpadmka wm snexTpoHHOM mouthl. Hamucanue
npaBmJl (GUIBTPAIIUHU, BO3MOXKHOCTH MO aHAJIHM3Y COAEPKUMOTO.

7. Opranuzanus
BUPTYAJIbHBIX YAaCTHBIX
ceren

3anauu, pewmaemble VPN. TynnenupoBanue B VPN. VYpoBHu
3alMIICHHBIX KAaHAJOB. 3alllTa JAaHHBIX HA KaHAJIbHOM YPOBHE.
Opranuzauuss VPN cpenctBamu nporokona PPTP. YcranoBka u
HacTporika VPN. AnHanu3  3alluIIEHHOCTH  NepedaBaeMoit
uHpopmanuu. 3aluTa JaHHBIX Ha CETeBOM YypoBHE. IIpoToxon
SKIP. IIpotokon IPSec. Opranmsamus VPN cpencrBamn C3U
«VipNet». UcnonszoBanue npotokosia IPSec ans 3amuTsl cereit.
HIudpoBanue Tpaduka ¢ HcHoab30BaHHEM mpoTokona [PSec.
Hactpoiika  MOJUTUKM  MEXCETEBOIO  JKPAaHUPOBAHUA  C
ucnoyib3oBanueM  nporokosa  [PSec.  Oprammsamms VPN
cpeactBamu C3U «StrongNet». Onucanue cucreMsl. ['enepanus n
pactipoctpaHeHue KimoueBoid uHpopmaruu. Hactpoiika C3U
«StrongNet». YcTaHOBKa 3aIMIEHHOIO COEAUHEHHA. 3alluTa Ha
TpaHcIOpTHOM ypoBHe. Opranuszauust VPN cpencrBamu npoTokosa
SSL B Windows Server 2003. I'enepanust ceptudukara OTKPHITOTO
KIoda s web-cepBepa.  Hactpoiika — SSL-coenmHeHus.
Opranuzanus VPN npukiiagHOro ypoBHSI CPeACTBaMH NPOTOKOJIA
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S/MIME u CK3U Kpunrollpo CSP. 3amumenssiii oOMmeH
AJIEKTPOHHOU MMOYTOM.

8. Texunomoruu

3alUIEHHON 00paboTKu

uHpOpMAIUH

[IpumeHeHre TEXHOJIOTMM TEpMHHAIBHOrO jaocrtyna. OoOmue
CBEJCHMSI O TEXHOJOIMM TEepMHHaJIbHOro noctyna. ObecneueHue
6e3omacuocTu cepBepa OC Windows Server. Hacrpoiika cepepa
MSTS. Hacrpoiika npotokona RDP. Cayx06s1 katamoros. O0mue
cBeleHMsT O cCiykOax kartaioroB. Crpykrypa karamora LDAP.
Cucrema eIMHOTO BXOJa B CeTh Ha OCHOBe mpoTokoisia Kerberos.
Co3naHue equHOTO IMPOCTpaHCTBAa Oe3omacHOCTH Ha Oaze Active
Directory.

9. Aynut

nH(}OpPMaLMOHHOU

0€30MacHOCTH B

KOMIIBIOTCPHBIX CETAX

enmn w 3amaunM TpoBeACHHS ayauTa OE30MACHOCTH. ODTamnbl U
METO/Ibl MPOBEIEHUS, Pe3yibTaThl paboT. HopMaTuBHO-TIpaBOBBIE U
OpraHM3aIlMOHHBIC OCHOBBI TMPOBEJACHUS ayauTa Oe30MacHOCTH
KOMIIBIOTEPHBIX CUCTEM. MeXayHapOoaHbIe, TOCYJapCTBEHHBIE W
BCIOMCTBCHHBIC CTaHAapThI u PEKOMEHOaIuu B o0OiacTu
uHopMmarmonHoit  6e3omacHocTH.  OmnpeneneHue  CTPYKTYPhI
HMH(}OPMaIIMOHHO-TEIEKOMMYHHUKAIIMOHHBIX ceTell. [IporpamMMHbie
CpeICTBAa  aHajau3a  TOIMOJIOTMM  BBIYMCIMTEIBHOW  CETH.
Onpenenenne MapuipyToB TMPOXOXKJICHUS CETEBBIX TAKETOB.
O6napyxenue o00beKTOB ceTH. IlocTpoeHHe CXeMbl CeTH.
Briasnenne TCJIICKOMMYHUKAITMOHHOI'O 060py)101aaH1/1$[. Briasnenne
U TOCTPOCHHME CXeMbl MH(OPMALMOHHBIX MOTOKOB 3aIIMIAEMOMN
uHpopmaruu. CeTeBO MOHUTOPUHI HAa OCHOBE HCIOJB30BaHUS
MexannusMa WMI u nporokonoB ICMP, SNMP wu CDP.
[IpumeHneHne cucTteM aBTOMATH3UPOBAHHOTO TOCTPOEHUS CXEMBbI
cetu. CpenctBa U METOIObl  BBIABICHUS  YSI3BUMOCTEH B
porpaMMHOM O0OECIIE€YeHUHN Y3JI0B KOMIbIOTepHOH ceT. llenu u
OPUHLIMIIBI  30HIMPOBAaHUA  y37I0B  ceTH. Mcmonb3oBaHue
KOMMEPUYECKUX M CBOOOTHO paclpoCTpaHSIEMbIX CPEACTB ayaAuTa
0€30MacHOCTH KOMITBIOTEPHBIX cucTteM. OCOOEHHOCTH CpE/ICTB
aKTUBHOTO ayauta. [IpuMeHeHue cpeacTB aHamu3a 3alUIEHHOCTH
cepBepoB MpuiokeHuid. llpuMeHeHue CcpencTB aBTOMAaTU3ALUU
KOMIUIEKCHOTO ~ ayauTa  HMH(OPMAlMOHHOW  O€30MacHOCTH.
CrpykTypa U (YHKIIMM KOMIUIEKCHBIX KCIEPTHBIX CHUCTEM ayauTa
0e30MacHOCTH.  Y4YeT  CTPYKTYpbl  amnmapaTHO-IPOTPaMMHBIX

CPEICTB oObekTa nH(pOpMaTU3ALIUY. PanxupoBanue
OOHapy)KeHHBIX YSA3BUMOCTEW II0 CTENEHH BO3JCHCTBUSA Ha
3aIUI[aeMYIO uHbOpPMALIHIO. Onucanue BBISIBJICHHBIX

y;ISBHMOCTeﬁ U OIIPEACICHUC MCEp 3alllUThl, HUX YCTPAHAIOMIUX.
CDOpMI/IpOBaHI/Ie BBIBOJAOB U peKOMeH,I[aHI/Iﬁ o yCTpaHCHHIO
06Hapy>KeHHLIX HCJOCTAaTKOB.

6.

CTPYKTYPA U COAEPKAHUE JUCHUIIJIMHBI

6.1. ®opma obOyuyeHHs1 — 04UHasA, Kypc — 2, ceMecTp — 3

HanmenoBanus pa3aciioB U TEM

KonnuecTBo yacos
Jlexu. | Jlabop. | Ilpakr. | CPC+K | Bceero

1. OOHapyxeHne KOMIBIOTEPHBIX aTaK. 2 2 4 8
Bsenenue
2. O6HapyXeHUEe KOMITbIOTEPHBIX aTak. 4 4 4 12

ATaku, CBS3aHHBIE C ayTeHTU(HUKAIMENH U

aBTOpHU3aLUEH




3. OOHapyxeHHe KOMIBIOTEPHBIX aTaK. 4 4 4 12
ATaku Ha KJIMEHTa
4. O6HapyXeHUE KOMITbIOTEPHBIX aTak. 4 4 4 12
Beinonnenue kona
5. OOHapyKeHHe KOMIBIOTEPHBIX aTak. 4 4 4 12
Pasrnamenue nHpopManuu 1 JOrH4ecKue
aTaKu
6. TexHOJIOTHSI MEKCETEBOTO IKPAaHUPOBAHMS 4 4 5) 13
7. Opranuzanus BUPTyalbHbIX YACTHBIX 4 4 ) 13
ceTen
8. TexHONMOTHH 3aIUIIIEHHON 00PaOOTKHI 4 4 5 13
nHpopmanuu
9. Aynut nHbOpMaITMOHHON 0€30TTaCHOCTH B 4 4 5 13
KOMITBIOTEPHBIX CETAX
NTOI'O ITO KOMITOHEHTY OITOIT 34 34 40 108

6.2. @®opma o0y4yeHHs1 —3a04Has1, Kypc — 2, cemecTp — 3

HaumeHnoBanus pa3aeinoB U TeM Kosnectso gacos

Jlexu. | Jlabop. | Ilpakr. | CPC+K | Bcero

1. OOHapyxeHHEe KOMITBIOTEPHBIX aTak. 0,5 10 10,5
Brenenne
2. OOHapyXeHue KOMITBIOTEPHBIX aTak. 0,5 10 10,5
ATaku, CBI3aHHBIC C ayTCHTH(UKAIINCH 1
aBTOpU3ALHEH
3. OOHapyxeHHe KOMIIBIOTEPHBIX aTak. 1 10 11
ATaky Ha KIMEHTa
4. OOHapy>XeHHE KOMITBIOTEPHBIX aTaK. 1 10 11
Brinonaenune xona
5. O0GHapyKeHHe KOMITbIOTEPHBIX aTak. 1 12 13
Pasrnamenue nHbopManuu 1 JIOTHYECKHe
aTaku
6. TexHOJIOTHS MEKCETEBOTO YIKPAaHUPOBAHMS 1 12 13
7. Opranuzanus BUPTyadbHbIX YaCTHBIX 1 12 13
ceTe
8. TexHoJOTHH 3aIIHIIEHHONH 00pabOTKH 1 12 13
nHpopMaruu
9. Aynut nuHbOpMaIMOHHOM 6€30MacCHOCTH B 1 12 13
KOMITBIOTEPHBIX CETAX
NTOI'O ITO KOMITOHEHTY OIIOIT 0 8 100 108

7. OIEHOYHBIE MATEPHAJIBI (CPEACTBA) JJIAA TEKYIIEI'O KOHTPOJIA
YCHEBAEMOCTH, MIPOMEXYTOYHOMN ATTECTAIIUA

7.1. KoHTpoJbHBIE BONPOCHI

1. Araku Ha MPOTOKOJIBI U CiIy>KObI IHTEpHET. MeTobl U CpecTBa 3aIlUTHI.
2. Tlonstue MexceTeBbIX 3KpaHOB. KOMIOHEHTH MexceTeBoro skpaHa. [lommTHka

CeTeBO1 0€30IIaCHOCTH.

3. Kpurepun ¢unbtpanuu mnaketoB. OCHOBHBIE CXEMbl CETEBOW 3allUThl Ha Oase

MCIKCETCBBIX 3KPAaHOB.

4, CO3,Z[aHI/Ie 3alIMIIEHHBIX CETMEHTOB CETEM C MCII0Jb30BAaHUEM MEKCETEBBIX 9KpaHOB.
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5. Konodurypuposanue ceteBbix (puiabTpoB Ha 06a3e HACTPOEK OE30MaCHOCTH MPOTOKOJIA
TCP/IP B OC Windows.

6. 3ammra pabouuX CTaHIUI C UCTIOIB30BaHHEM MEPCOHATBHBIX CETEBBIX (PHIBTPOB.

7. Opraauszanus VPN-cereil. 3anaun, pemaemsie VPN. Tynnenuposanue B VPN.

8. Dnexrponnbie cepruukaTsl. [loHATHE HHPPACTPYKTYPHI OTKPHITHIX KITIOUYEH.

9. IIporokomsl m cpencrBa opranm3annu VPN Ha cereBom ypoBHe. Hasnauenwe,
o0iacTh MpUMeHeHus, ayTeHTu(UKanus 1 mudpoBanne JaHHBIX B mpoTokonax SKIP u [PSec.

10. TIIporoxomst PPTP, SSL. Haznauenue, oO6nacTp nmpuMeHEHHs, ayTeHTH()HUKAIUSI U
muQpoBaHUe TaHHBIX.

11. IlpeumymiecTBa  TEXHOJOIMM  TEPMUHAIBHOTO  JIOCTYyIA. Obecrnieuenue
0€30MacCHOCTH.

12. Ha3nauenue cucteM oOHapyxkeHUs arak. Kmaccuduranms cuctem OOHapyKeHUs
aTax.

13. Cmyx0b1 katajgoroB. OOmue cBeeHus 0 ciyx0ax kataioroB. CTpyKTypa Karajora
LDAP.

14. Cucrtema enuHOTO BXOJIa B CE€Th Ha OCHOBE mpoTokoiia Kerberos. Co3ganue eauHoro
npocTpaHcTBa Oe3onacHOCTH Ha 6a3e Active Directory.

15. Ayaut 6€30macHOCTH KOMIBIOTEPHBIX cucTeM. Llenu, cTanaapThl, MOIXOIBI.

16. VHCTpyMEHTaNBHBIE CPENCTBAa ayAuTa OE30MacHOCTH KOMITBIOTEPHBIX CHCTEM, UX
BO3MOKHOCTH M HEAOCTAaTKH. [[puMeHeHne MHCTPYMEHTAIBHBIX CPEJICTB ayIuTa 0e301MacHOCTH
KOMIIBIOTEPHBIX CUCTEM.

17. TectupoBaHWE  COCTOSIHMS ~ 3alIUIIEHHOCTH  KOMIBIOTEPHBIX  CHCTEM  OT
HECaHKIMOHUPOBAHHOTO JIOCTYNIa C WCIIOJIb30BAHHEM CKaHEpoB Oe3omacHocTH. Mertoauka
MIPOBEJICHUS] HHCTPYMEHTAIbHBIX MPOBEPOK.

18. Knaccudukanust cpeAcTB ¥ HHPOPMAIMOHHBIX PECYPCOB B COOTBETCTBHH CO
crangaptoM [SO-17799.

19. Haznauyenue u 0CHOBHbBIC (DYHKIIMH MPOTPAMMHBIX KOMIUIEKCOB «I pud-crnernuanicr
nu «Konmop-cneunammct». IlocTpoeHue wMoAenu 3aliuThl KOMIBIOTEPHON CHUCTEMBI C
HCMOJIb30BAHUEM KOMIUIEKCHOM 3KCIIEPTHOM cUCTEMBI «ABaHI apa».

20. Buner tpeboBanmii 6e3omacHoctr coriacHo ['OCT P MCO/MDK 15408-1-2002.
«Uudopmanronnas texHosjorus. Metonsl U cpenctBa odecrnieueHus: 6ezonacHocTH. Kpurepuu
OIICHKH 0€3011acHOCTU UH(POPMAIIMOHHBIX TEXHOJIOTUI».

21. HasznaueHue cucteM oOHapyxeHHs arak. Kimaccudukanus cucteM OOHapyKEHUs
atak. VMcnonbp3oBaHue cUCTEMbl 0OHAPYKEHHS aTak «Snorty.

7.2. JlabopaTopHbie padoThl
1. OGHapyxeHrne KOMIBIOTEPHBIX aTak. Beenenue
2. OOGHapyxeHHE KOMIIBIOTEpHBIX aTak. ATakH, CBs3aHHbIE C ayTeHTH(UKauued u
aBTOpHU3aAlNEN
. OGHapyxeHHe KOMITBIOTEPHBIX aTak. ATaky Ha KJIIMEHTa
. O6HapyxeHre KOMITBIOTEPHBIX aTak. BelnosHeHue kona
. OGHapyxeHHe KOMITBIOTEPHBIX aTak. Pasriamenue nHGopMayu u JIOoTHYecKue aTaku
. TeXHOJIOT sl MEKCETEBOr0 SKPAHUPOBAHMS
. Opranuzanus BUpTyalbHbIX YaCTHBIX CETEH
. TexHon0rNM 3amMIeHHON 00paboTKK HHpOpMaLUU
. Ayt nHpopMaMOHHOM 0€301MaCHOCTH B KOMIBIOTEPHBIX CETSX.

O 03O Nk~ W

8. PACITPEJAEJIEHUE BAJIVIOB, KOTOPBIE NOJYYAIOT OBYYAIOIIMUECSA

OOmiast olieHKa 3HaHUM OOy4aromuxcs MO JUCHUIUIMHE MpoBoauTcs 1o 100-6annpHON
[IKaJle UCXOJs W3 MaKCUMyMa, NMPUBEACHHOro B Tabmuie Hmwke. OpraHu3anMOHHO-ydeOHas
paboTa B ayIMTOpPUH OIICHWBAETCS HA OCHOBE TAKUX KPUTEPHEB KaK MOCEIAeMOCTb 3aHSTHH,



CBOEBPEMEHHOE U KAa4e€CTBEHHOE BBINOJIHECHUE JIOMAIHUX 3aJaHUM, AKTUBHOCTb BO BpeMsd
MPOBEACHUS JICKIMOHHBIX M MPAKTUYECKUX 3aHATHH (ydacTHe B OOCYXJEHUH TEKYIIEro H
IIPOIIEHHOrO MaTepuala, peleHue 3a1ad 1 T.11.).

Bubl pabot baiel
Opraan3annoHHO-y4eOHast paboTa B ayIUTOPUHU 35
CamocTrosTenpHas paboTta 30
MoynbpHasi KOHTPOJIbHAS padoTa 10
NTOT'O 75
3auer 25
OO0t utor 100

CooTBETCTBHUE OAIIOB OIIEHKE

O1reHKa 1Mo nITHOAJILHOM IIKaJjIe
KoauuecTBo Oamios "
s 100 ECTS | Dxk3ameH, nuddepeHInpoBaHHbII 3auer
3a4eT

90-100 A OTIINYHO 3a4TEHO
80-89 B 3a4TEHO
75-79 C xoporio 3a4TEHO
70-74 D 3a4TEHO
60-69 E YIOBJICTBOPUTEIIHHO BUe—
35-59 FX HE 3a4TEHO

0-34 = HEYIOBJIETBOPUTEITHHO P,

9. OBECIIEYEHHUE OBPA30BATEJIbBHOI'O ITPOIECCA AJIA JINL C
OI'PAHUYEHHBIMHA BO3MOKHOCTAMMU 31O0POBbA 1 UHBAJIMOB

B xone peanuzanuu AUCIUIUIMHBI UCIOJIB3YIOTCS CISAYIONINUE JTOTIOTHUTEIBHBIC METOIbI
00y4eHHMS, TEKYIIET0 KOHTPOJISI YCIIEBAEMOCTH U MPOMEXYTOYHOM aTTecTallud 0OYyJaronIuXxcs B
3aBUCUMOCTH OT UX UHIUBUIYaTbHBIX 0COOCHHOCTEH:

1) IUTSL CHIENBIX U CIIA00BUIAIIMX:

- JeKuuu  OQOPMIISIOTCS B BHJIEC OJCKTPOHHOTO JIOKYMEHTA, JOCTYITHOTO C
MTOMOTIIBIO0 KOMITBIOTEPA CO CIEIUATU3UPOBAHHBIM MPOrPAMMHBIM 00CCIICUCHHEM;

- JUIsL  BBINIOJIHGHHUSI  3aJaHUsl  TpPH  HEOOXOJMMOCTH  IIPEIOCTaBIIACTCS
YBEJIMYUBAIONIEE YCTPONUCTBO; BOZMOXKHO TaKXkKe UCIOIb30BAaHUE COOCTBEHHBIX YBEIUYMBAIOIINX
YCTPOMCTB;

- MUChbMEHHBIE 3aJaHus 0(POPMIIAIOTCS YBETUYECHHBIM HIPUDTOM.

2) JUIS TIIyXUX U cIa00CbIIIaluX:

- JeKIUU 0(POPMIIIOTCS B BUJIE DJIEKTPOHHOTO JIOKYMEHTA,

- MUChMEHHBIE 3aJJaHHs BBIMOIHAIOTCS Ha KOMIBIOTEPE B MUCbMEHHOM (hopMme;

- 9K3aMEH TPOBOJUTCA B MHChbMEHHOW (QopMe Ha KOMIBIOTEPE; BO3MOXKHO
MpoBeJieHUE B OpME TECTUPOBAHUS.

3) JUISL JIUI] C HApYIIEHUSIMH OMIOPHO-/IBUTATENILHOTO arapara:

- JeKIUU O(GOPMISIOTCS B BHJIE SJIEKTPOHHOTO JOKYMEHTa, JOCTYIMHOTO C
MOMOIIBI0 KOMIIBIOTEPA CO CTIEMATH3UPOBAHHBIM ITPOTrPAMMHBIM 00eCTIeYeHUEM;

- MMCHMEHHBIC 33/IaHUS BHITIOJIHSIOTCS HA KOMITBIOTEPE;

- 9K3aMEH U 3a4€T MPOBOJATCS B YCTHOU (hOpMe MITM BHITIOJIHSIOTCS B MUChMEHHOU
(opMme Ha KOMITbIOTEPE.

[Ipn HEOOXOAMMOCTH TMpPEAyCMAaTPUBACTCS YBEIUYECHHWE BPEMEHH [UIS MOATOTOBKU
OTBETA.
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[Ipouenypa  mpoBedeHHS  NPOMEXKYTOUHOW — arTecTalud Uil OOYyYaroUIuXcs
yCTaHABIMBACTCI C YU4E€TOM HMX HWHIUBUAYAIbHBIX TCUXO(U3NYECKUX OCOOECHHOCTEH.
[TpomexyTouHas aTTeCTalus MOXKET MPOBOJUTHCS B HECKOJIBKO ATAIIOB.

[IpoBenenue mpoueaypbl OLEHHBAHUSA PE3YJIbTAaTOB OOy4YeHHS JOIMYCKAETCS C
WCIIOJIb30BAHNEM TUCTAHIIMOHHBIX 00Pa30BaTEIbHBIX TEXHOIOT HA.

ObecnieunBaercs AOCTYN K WHPOPMAIMOHHBIM U OHMOIHOTpaduuecKuM pecypcam B CETH
WuTepHer mist kaxuporo oOydaromierocss B (opmax, aZalnTHPOBAHHBIX K OTPAHUYEHUSM HUX
3I0OPOBBS U BOCTIPHUSTHS HH(POPMAITUH:

1) JUTSL CJICTIBIX U CITA00BUISIINX:

— B IIEYaTHON (OopMe yBEIHMUEHHBIM mpudTOM;

- B (hopMe PIEeKTPOHHOTO IOKYMEHTA;

2) IUTSL TITYXHUX | C1a00CIIBIIIANTIX:

— B Me4vaTtHoi Gopme;

- B (hopMe IEKTPOHHOTO JOKYMEHTA.

3) TSt 00yJaroIIUXCsl C HAPYIIEHUSIMHU ONIOPHO-ABUTATEIHHOTO arapara:

— B Me4vaTtHoi Gopme;

- B (hopMe IEKTPOHHOTO TOKYMEHTA.

10. MATEPHMAJBHO-TEXHMYECKOE OBECNEYEHUE YYEBHOT' O
MPOLIECCA

VYueOHble 3aHATHA 1O aucuuiuinHe «OOecrniedeHne O0€30MacHOCTH KOPHOPAaTUBHOM
uHboOpMaIuu» MPOBOAATCSA B 8-M yueOHOM Kopmyce (r. Jlonenk, yin. Yemockunies, a. 198a)
yHUBepcuTeTa. [ nmpoBeneHus JeKIMOHHBIX U MPaKTUYECKUX 3aHATUN TpeOyeTcsl ayaAuTopHs,
000pyIOBaHHAsE MEJIOBOW WJIM MapKEpHOW JIOCKOHW, MYJbTHUMEIWWHBIA TPOEKTOP M DKpaH,
HOYTOYK, KOMILJIEKT Y4eOHOU MeOenu Uisl CTYICHTOB, pabouee MecTo mpenojaBareis. Beixos B
WuTepHeT mpoBoaHON Wi ¢ ncnojs3oBanuem Wi-Fi.

WnnuBuayanbHble W TPYNNOBBIE KOHCYJIbTAlMM  CTYIAEHTaM Ui NPOBEACHUS
CaMOCTOSITEIBHON pabOThI MPEIOCTABISAIOTCA Ha Kadeape OuzHec-uHGOOPMATUKH, HAXOIAIICHCS
B 8 yuebHnom kopmyce (aya. 518).

Jlyis caMOCTOSITENbHONM pPabOThl HCIOJIB3YIOTCS TEKCTOBBIE W DJIEKTPOHHBIE PECYPCHI
Haydnoii OMOMMOTEKM YHHUBEPCHUTETa W JPYrHUX JJICKTPOHHBIX OMOIMOTEYHBIX 0a3 JaHHBIX,
yueOHO-MeTOAMYEeCKOe oOecreueHue, MpeICTaBIeHHOe B yieOHO-METOJUUeCKOM KabuHeTe §-To
yueObHoro kopmyca (aya. 105), maTepuanbHO-TEXHUYECKYHO Oa3y yueOHOU saboparopuu
kadenpsl «buzHec-uHHGOPMATHKUY.

B mpomecce oOydeHuss CTYAEHTHI HMEIOT BO3MOXKHOCTh HCIOJIb30BaTh YyueOHbIE
Matepuansl mo aucuumiuHe «OOecrneueHue OE30MacCHOCTH KOPIOPATUBHON HHGOpMAIIK»,
pa3mernennbie Ha tatrgopme Moodle Ilentpa mucranimonHoro ob6pazoBanus ®I'BOY BO
«Joul'Y». C wucmnonp3oBaHUEM pecypcoB IATGOPMBI  TUCTAHIIMOHHOTO  00pa3oBaHUS
OCYILIECTBIISICTCS. TEKYIIMM KOHTPOJb 3HAHUN OOyYaromMXcsi Ha OCHOBE TECTUPOBAaHUSA U
MIPOBEPKHU PE3yIbTATOB CAMOCTOSATEIBHON PAOOTHI.

[Ipy M3ydeHUW MUCHUIUIMHBI MPUMEHSIOTCS AJIEKTPOHHOE O0YYeHHEe W AMCTAHIIMOHHBIE
o0Opa3oBaTeNbHbIE TEXHOJIOTHH.

11. PEKOMEHAYEMAS JIUTEPATYPA

11.1. OcHoBHasi JuTepaTypa

1. Cuerun O.B. besomacHocTh ceTeil u mpuiiokeHudd : ydebHoe mocobue O.B.
Cuerun. — Jloneuk, 'OY BIIO «lonHY». — 2019. — 101 c.
2. Cuerun O.B. CereBas 6e30macHOCTb : yaeOHO-TIpakT. mocobue O.B. CHerun. —

Hounenk, 'OV BIIO «/lorHY». —2019. — 121 c.
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3. Munocnasckasi, H.I'. UaTpaceru: moctyn B Internet, 3ammuTa : yae6. mocodue as
CTYIEHTOB BY30B, oOydatom. o cren. «Kommiekc. obecneueHne uH(pOpM. 0€30MacCHOCTH
aBTomaru3up. cucrem» / H.I'. Munocnasckas, A.W. Toscroii. - M. : KOHUTH, 2000. - 527 c.

4. Nudopmanronnas 0e30MacHOCTh OTKPBITBIX CHCTEM [TEKCT| : Y4eOHUK JUIs
CTYIAEHTOB BY30B, oOywatouiuxcs 1o crneunanbHoctu 075500 (090105) - «KommiekcHoe
obecrnieueHre MHPOPMAITMOHHON 0€30IaCHOCTH aBTOMATHU3WPOBAHHBIX cuctem» : [B 2 T.]. T. 1 :
VYTpo3sl, ySI3BUMOCTH, aTaku U 1o axoabl K 3amute / C. B. 3aneunukos, H. I'. Munocnasckas, A.
N. Toncroun, J. B. Ymakos. - M. : T'opsiuast JIunus-Tenexom, 2006. - 535 c.

11.2. [lomoJHUTeIbHAS JUTEPaTypa
1. [Mapkep, Tum. TCP/IP / T. Iapkep, K. Cusn ; [1ep. ¢ anrn.: E. Marsees. - 3-e u3.
- M. u gp. : Tlurep, 2004. - 859 c.

2. Jlanonuna, O. P. MexcereBoe skpanupoBanue : yued. mocodue / O. P. Jlanonuna.
- M. : UnTepuer-yH-T nHopM. TexHonoruii : bunom. J1a6. 3nanuit, 2007. - 343 c.
3. Bbpoarr Pobepra. bezonacnocts cereit : mosHoe pyk. / P. bparr, M. Poxc-Oycnu, K.

Crpaccboepr ; mep. ¢ aari. I'. TpyOonukosa, f. MaiicoBoii, M. ®azneeBoit. — Mocksa : DKOM
bunowm. JIao0. 3uannii, 2006. - 912 c.

4. Omudep, B.I'. KommnbrorepHble CeTH : IPUHIUIBI, TEXHOJIOTUH, MPOoTOKobl / B. T
Omudep, H. A. Onudep. - 4-e uzn. - Mocksa [u np.] : [Turep, 2010. - 943 c.

12. NH®OPMALMOHHBIE PECYPCBHI

1. HanuonanbHasi 3JIEKTPOHHAsI onbIMoTEKA (HOb): benepanpHas
rocyfaapctBeHHass wHbopmarmonHas cucrema / MwunucrepctBo KyneTypel P®; Poccuiickas
rocyaapcTBenHas ombnmoreka. — MockBa, 2019- . — URL: https://rusneb.ru/ (mata obpamieHwus:
01.09.2023). — Peskum moctyma: cBoOOIHBIN, moAnucka. Heobxoquma ycTaHOBKa MPOrPaMMHOTO
obecrieueHus. — TeKCT: AIEKTPOHHBIN.

2. eLIBRARY.RU: nayunas snektpoHHas OuOnmnorteka: cait. — Mocksa, 2000- . —
URL: https://elibrary.ru (mara oOpamenus: 01.09.2023). — Pexxum noctyma: Juiss aBTOPH30B.
MOJIb30BaTeNel. —€KCT: ANEKTPOHHBIN.

3. Hayunas snextponnas Oubnmoreka «KubepJlenunkay: caidt / Accoumanus
«OtkpeiTasg Hayka». — Mocksa, 2014- . — URL.: https://cyberleninka.ru/. — Pexxum moctyma:
CBOOOTHBIN. — TeKCT: 3JIEKTPOHHBIMN.

4. DIIeKTPOHHO-ONOIMOTEeUHAS cucTema «JIanby: [caiiT]. — URL.:

https://e.lanbook.com (mata oOpamenus: 01.09.2023). — Pexum pnocrtyna: sl aBTOPH30B.
MoJib30BaTesiel. — TEeKCT: 3IMeKTPOHHBIN.

5. IBC IOpaiit: snexTpoHHas OubnuoTeuHas cuctema: caT. — Mocksa, 2013. —
URL.: https://biblio-online.ru (mara obpamenus: 01.09.2023). — Pesxum qocTyma: i aBTOPU30B.
MoJib30BaTeiel. — TEeKCT: 3IIeKTPOHHBIMN.

6. DyekTpoHHO-0uOMoTeuHasi cuctema Joul'Y: caiit / ®I'BOY BO «loH ' Y». —
Honenk, 2016- . — URL: http://library.donnu.ru/ (mara o6pamenuns: 01.09.2023). — Pexum
JocTyna: cBOOOJHbIN. — TeKCT: 371eKTPOHHBIM.

7. DJieKTPOHHBIA katasor Hayunoit 6ubmuorexu [onl'Y: pasgen caiira / Hb
Joul'Y. — Tekcr: anekrponnsiii / DBC Houl'Y: caiir. — URL: http://library.donnu.ru/catalog/
(mata oOpamenus: 01.09.2023). — Pexum pgocTyma: MOUCK CBOOOIHBIN, AIIEKTPOHHBIE
JOKYMEHTBI — [ rtosib3oBarene JJonl'y.

8. daextponnblii apxuB Jonl'¥Y: pasgen caiita / HB Jonl'Y. — Tekcr:
anektpouusid // DBC Jlonl'Y: caiit. — URL: http://repo.donnu.ru/ (mara oOpamieHwus:
01.09.2023). — Pexxum noctymna: CBOOOTHBIN.



https://rusneb.ru/
https://elibrary.ru/
https://cyberleninka.ru/
https://e.lanbook.com/
https://biblio-online.ru/
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http://repo.donnu.ru/
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13. INPOI'PAMMHOE OBECIIEYEHHUE

1. Windows 7 PRO (kxopmoparuBnas nunen3ust JJoHl'Y Ne 46484614)

2. Microsoft Office (kopropatusHas auuen3us Joul'Y Ne 46472919)

3. Microsoft Visual Studio (nuuensust mporpammbl Dream Spark [uist BICIIHX y4eOHBIX
3aBe/ieHU)

4. AntuBupyc Kacnepckoro, Adobe Acrobat Reader, xPDF (munensun GPL, Apache,
BSD miist cB00601HOTO TPOTPaMMHOTO OOECTICUECHHS).
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